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Initial Access
OCT 04, 2022 (Tue 2:12 PM)
ACCESS CREDENTIALS 
STOLEN

Lateral Movement
OCT 07, 2022 (Fri 11:34 PM)
TARGET NETWORK 
ACCESSED

System Down
OCT 08, 2022 (Sat 8:43 PM)
COMPLETE SYSTEM 
FAILURE

Privilege Escalation
OCT  05, 2022 (Wed 3:23 AM) 
GAINING THE RIGHT 
PERMISSIONS

Execution
OCT 08, 2022 (Sat 5:04 PM)
PAYLOAD 
(RANSOMWARE)

Loss of Service
OCT 13, 2022 (Thur 4:03 AM)
9-1-1 SYSTEM DOWN 
FOR 4 DAYS

TIMELINE OF A CYBER EVENT
What Happens During a Cyber Breach
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CHANGES IN POLICY - 5.9.2
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POLICY CHANGES FROM 5.9.1 -> 5.9.2
Added Sections 5.14 and 5.15
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SCOPE & DATA SETS



SCOPE
“CJIS Security Policy applies to all entities with access to, or who operate in support of, 
FBI CJIS Division’s services and information. 
The CJIS Security Policy provides minimum security requirements associated with the 
creation, VIEWING, modification, TRANSMISSION, DISSEMINATION, STORAGE, or 
destruction of CJI.”



SYSTEMS AFFECTED
“Equipment used to establish said connection.”



Assessment 
& Compliance

RISK 
ASSESSMENT

FBI CJIS DATA SETS
TRUSTED CYBER PARTNER CAPABILITIES

+ Criminal History 
Record Information 
(CHRI) (Pg 10)
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MINIMUM STANDARDS



RELATIONSHIP TO LOCAL SECURITY POLICIES
CJIS IS THE MINIMUM STANDARD

RECORDS & 
EVIDENCE

COMPUTER AIDED 
DISPATCH

VIDEO
SECURITY
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NON-COMPLIANCE PENALTIES
What happens if an agency is non-compliant with 5.9.2?

Sections 5.14 and 5.15 are sanctionable for audit Oct. 1, 2023.
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LEGACY SECTIONS 5.13 & 5.10
(OLD CJIS 5.9.1 POLICY)



POLICY FOR WIRELESS DEVICES
Including Radio & LTE
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POLICY FOR WIRELESS DEVICES
Including Radio & LTE
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POLICY FOR WIRELESS DEVICES
Including Radio & LTE
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SECTION 5.14
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SECTION 5.14
No Unsupported Systems; Must Have Maintenance Contracts
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SECTION 5.15



SECTION 5.15
SI-1



SECTION 5.15
SI-2



SECTION 5.15
SI-7



SECTION 5.15
SI-1, SI-2, SI-7

● SI-1, SI-2, and SI-7 are agency responsibilities. 
● If an agency would like assistance with setting up best practice Policy 

and Procedure, Motorola can offer Cybersecurity Advisory Services.  
Motorola would be able to provide a security assessment of the 
agency’s organizational environment and processes, including:
○ Consultative hours
○ Risk Assessment
○ Vulnerability Scanning
○ Penetration Testing



SECTION 5.15
SI-3



SECTION 5.15
SI-4



SECTION 5.15
SI-4



SECTION 5.15
SI-4



SECTION 5.15
SI-4



SECTION 5.15
SI-5



SECTION 5.15
SI-5



SECTION 5.15
SI-3, SI-4, & SI-5

● SI-3: Malicious Code Protection
● SI-4: System Monitoring

○ Automated Tools & Mechanisms for Real-Time Analysis
○ Inbound and Outbound Communications Traffic
○ System Generated Alerts

● SI-5: Security Alerts, Advisories, and Directives
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PLAN FOR THE
CJIS POLICY
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SECTIONS 5.14 & 5.15
Internal Discussions

● Can your IT Dept consistently update critical patches in <15 days?
● Are your CJIS-broadcasting radios encrypted with >=128-bit encryption?
● Is your radio system being monitored in real-time?
● Does your radio, CAD, and data storage systems receive software patches, firmware updates, 

replacement parts, AND have maintenance contracts?
● Are your unique, specialized, proprietary systems with CJIS data like your LMR, CAD, and 

records being monitored 24x7 for malicious code, unauthorized access, and other CJIS-5.15 
controls?

● Can your IT Dept detect unauthorized activity and malicious code on unique, specialized, 
proprietary systems like your LMR, CAD, and records? 

● Are you concerned that your systems may be vulnerable to cyber attacks?



Investigation 
& Reporting

Detection 
& Response

CISO KPI
Dashboard

Log Storage 
& Forensics

Assessment 
& Compliance

Response 
& Recovery

PENETRATION 
TESTING

THREAT DETECTION 
& RESPONSE

VULNERABILITY 
ASSESSMENT

ADVISORY MANAGED SECURITY RECOVERY

INCIDENT RESPONSE 
PLANNING

INCIDENT 
RECOVERY

24x7 Expert Security Operations Center

RISK 
ASSESSMENT

PATCH TESTING & 
DEPLOYMENT

Vulnerability 
& Threat Insight

CYBERSECURITY TRAINING

MOTOROLA SOLUTIONS CYBERSECURITY
TRUSTED CYBER PARTNER CAPABILITIES

Public Safety Expertise and Deep Threat Intelligence



PUBLIC SAFETY THREAT ALLIANCE
CISA-Registered ISAO

● Secure Portal for Information Sharing
● Vulnerability & Threat Advisories
● Bi-weekly, Monthly, and Quarterly Reports
● Quarterly Webinars
● Monthly Analyst Calls

Membership in the Public Safety Threat Alliance (PSTA) 
is open to all public safety agencies at no cost

154
2019

ATTACKS
225

2022

ATTACKS

INCREASE IN ATTACKS

MOTOROLASOLUTIONS.COM/PSTA 

PUBLIC SAFETY THREAT SHARING

https://www.motorolasolutions.com/psta


KNOW YOUR NETWORK   -   Hardware, Software, Applications, Data Flows1

KNOW YOUR ADVERSARY   -   Who is attacking you and how might they do it?2

PATCH, ASSESS, MONITOR  -   Blocking and tackling3

KNOW WHAT NORMAL LOOKS LIKE  -   The only way to detect abnormal 4

EDUCATE YOUR USERS  -   Cybersecurity is everyone's responsibility5

KNOW HOW TO RESPOND TO A CYBER ATTACK -   Train Hard, Fight Easy6

ADOPT A HOLISTIC SOLUTION FOR CYBERSECURITY
Have a Plan 



Motorola Solutions Confidential Restricted

FUNDING



SLCGP
State & Local Cybersecurity Grant Program

SLCGP is an ongoing grant 
award to states. The SLCGP 
began awarding grants during 
the same month that the CJIS 
Policy 5.9.2 was published 
(December 2022).

The SLCGP can be used for 
cybersecurity upgrades, 
including CJIS 5.9.2 Policy.



THANK YOU
QUESTIONS?



39

LINKS

Criminal Justice Information Services (CJIS) Security Policy (External)

https://oag.ca.gov/sites/default/files/fbi-cjis-security-policy-v5-9-2-12072022.pdf

